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Welcome 
 

Welcome to the Nexaweb Platform, an innovative solution that gives you the richness, reliability, 
and scalability of client/server applications, and the economies and global reach of the Internet. 
This guide is designed to help you understand the Nexaweb Platform — how it works, how you 
use it, and how it can help your business.  

 

This guide is intended for a wide range of audiences: business managers, technology strategists 
(CTOs, application architects, and development managers), evaluators, and developers. 
Whatever your technical background and business focus, this guide will answer many of the 
questions you’re likely to have about the Nexaweb Platform. 

 

The structure of this guide is designed to serve two purposes (1) provide an overview and 
introduction to Nexaweb technology and (2) provide design patterns to address common 
application development goals. 

 

Design patterns are presented to assist architects and developers to understand the options 
available within Nexaweb to solve application development problems.  These design patterns 
cover data integration, business logic portioning, security, testing, scalability and optimization.  All 
sections include a pointer to the reference API where more information is available. 
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Reference Architecture 
 

The following diagram overlays Nexaweb technology onto the enterprise stack. One key 
component to Nexaweb is the ability to easily leverage existing frameworks and technologies. 
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Figure: Enterprise Development Stack 

Declarative Approach 
 

The primary development pattern is to leverage declarative markup, using XML, and Java or 
JavaScript coding.  The declarative markup provides a framework for describing the user 
interface, the association between user interface and data and the connection to the enterprise 
infrastructure.  This helps developers build applications that are quick to develop and easy to 
maintain. 

Integration 
 

The following diagram displays the data integration options available within Nexaweb. 

These consist of the following data workflows: 

·  Asynchronous 

·  Server driven 

·  Real-time 

using either: 

·  Publish/subscribe 
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·  Shared data stores and user event driven workflow using several options for connecting to 
frameworks. 

 

The design patterns in this document build off of these data integration options. 

 

 
Figure: Data Integration Options 

 

Business Logic 
 

Likewise, business logic also can be coded flexibly on either the client or server.  Nexaweb 
provides a blend of declarative and programmatic options for managing the behavior of the 
application. 
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Figure: Business Logic Partitioning
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Design Patterns 

Technology Choice 
 

Selecting the appropriate architecture is the first step to determining the correct design patterns 
for the application. 

 

Nexaweb provides two options for client side technology: Ajax and Java.  The following table 
provides a quick checklist of attributes important to each technology.  Compare the needs of the 
application against this list.  These needs are driven by the business requirements of the 
application. 

 

Ajax  Java 

Browser native technology (no plug-ins) Performance (particularly older systems) 

Incremental Application Improvement Full control over display; Section 508 compliant 

Blending technologies (HTML / Flash / Java 
/ .NET / ActiveX) 

Strongly typed object oriented language 

Use HTML presentation and layout Large applications / many screens / a lot of 
data 

Use CSS for styling Keyboard driven user interaction 

HTML content can be directly included Does not provide full support for HTML, XAL 
supports some limited rich text HTML markup 

No offline capability supported Offline capability via Nexaweb Desktop Client 

 

Ajax 

 

Ajax will naturally lead to the use of HTML to drive the presentation, layout and much of the 
content for the application.  Nexaweb’s markup language, XAL, should be used for only the rich 
components of the application.  Ajax can natively support mixing XAL, HTML, Flash, .NET, 
ActiveX, Java applets and any other browser native technologies and browser plugin 
technologies within the same page. 

 

Ajax will support any of the design patterns presented below.  HTML represents any technology 
compatible with HTML. 

 

    
Figure: Ajax Options 

 

Java 

 

Java will typically translate to a full screen application style, with fewer options for including other 
technologies.  See the following figure. Java does support integration with other Java technology 
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including AWT, Swing and SWT.  Java does not support HTML content within the display unless 
a 3rd party plugin is used. 

 

 
Figure: Java Options 

 

Platform or Stand Alone 

 

Nexaweb is designed to be deployed on any Java EE application server, the minimum 
requirement is servlet support.  The client technology can alternately be deployed without Java 
EE support and run on any server that supports standard HTTP web response.   

 

The deployment choice is based on the needs of the application.  The following list provides the 
additional features offered by the Nexaweb Platform Server: 

 

1. Data Service integration 

2. Internet Messaging Bus (IMB) including publish/subscribe messaging 

3. Request proxy functionality, allowing the access of remote services 

4. Session management including a unique session id for each request 

5. Clustering and failover 

 

Within Nexaweb Studio the client and server technology is selected when the application is 
created: 

 
Figure: Nexaweb Studio Application Creation Options
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Internet Messaging Bus  
 

Nexaweb offers an Internet Messaging Bus that consists of easy to use publish/subscript APIs 
and  

 

Real time messaging provides a framework for pushing server generated data to the client.   

 

Examples of when to use this pattern include: 

�  Real time delivery of asset prices 

�  Delivery of messages such as email 

�  Pushing system notifications or alerts 

 

 

Pattern  Description  See Section  

Collaboration  This pattern makes it easy for one to one 
and one to many communication; this can 
be utilized for instant messaging style 
chatting or session sharing/replication. 

 

Real ti me data  Using the appropriate transport, pub/sub 
messaging can be used to populate the 
user interface with real time data. 

Push Delivery / Real Time 

User 
Notification 

Many applications are driven from a 
central store of data that  
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Push Delivery/Real Time Messaging 
 

Real time messaging provides a framework for pushing server generated data to the client.   

 

Examples of when to use this pattern include: 

�  Real time delivery of asset prices 

�  Delivery of messages such as email 

�  Pushing system notifications or alerts 

 

How it works 

 
The Nexaweb Platform provides Publish/Subscribe Messaging and Transport Options that enable 
push delivery of messages to the client in real time. 

 

Publish/Subscribe Messaging 

 

Publish/Subscribe messaging has the concepts of topics and subscribers.  Messages are 
published to a topic.  Modules that should receive the messages subscribe to specific topics; they 
will then receive a subscriber queue.  One subscriber queue is created per subscriber regardless 
of the number of topics that are subscribed to. 

 

As messages are delivered to the topic queue, Platform Server worker threads deliver the 
messages to each of the subscriber queues.  These are then delivered to the Nexaweb Client via 
one of the transports defined below. 
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Figure: Publish/Subscribe Architecture 
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Transports 

Once the messages are waiting in a subscriber queue on the server they will be delivered to the 
client callback function during the next protocol transaction.  This can occur in one of the following 
manners: 

 
Polling Periodically connects to the server and requests any pending messages.  Polling 

period can be as small or as large as needed. 

Persistent Connection Maintains a continuous connection with the server; pending messages are immediately 
delivered.  This can be enabled for the entire application or only specific screens. 

 

Java Only 

RetrieveAndProcess Performed with an API call to RetrieveAndProcess or 
RetrieveAndProcessAsynchronously.  This would be used based on some client 
initiated event such as the pressing of a “Check Now” button. 

 

Note that both Polling and Persistent Connections constitute “push” delivery technology and that 
they differ only in the latency of the data delivery to the client. 

 

The following Unified Modeling Language (UML) Activity Diagrams outline the workflow on both 
the server and the client for this functionality. 

 
Figure: Server side workflow 
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Figure: Client side workflow 

 

The network topology of this design pattern will look like the following figure.  The server creates 
a topic per delivery subject, topic creation is low resource overhead, and publishes data to the 
topic.  These topics are then delivered to each client that has subscribed. 

 

The publish/subscribe API supports one to one, one to many and many to many network 
topologies. 
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Figure: Delivery topology 
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When to Use It 

 

The publish\subscribe pattern is appropriate when the application calls for data delivery from the 
server to the client in a “push” fashion.  This can include everything from real-time asset pricing 
information to delivery of email. 

 

Technical Considerations 

 

Selecting the appropriate transport for the architecture is an important part of success with this 
design pattern.  While persistent connections are attractive due to their low latency, they do 
impose a high resource requirement for a small number of users. 

 

The memory resource consumption on the server is to create one queue per topic and one queue 
per subscriber.  Worker threads, the number of which are configurable via nexaweb-server.xml, 
manage moving data from the incoming topic queues to the subscriber queues. 

 

 Topic Count + Subscriber Count = Number of Queues 

 

The topics can be marked reliable to enforce order of delivery constraints.  Management of 
subscriber queue overflow can be configured to discard, alert or grow the queues. 

 

Selecting an appropriate payload format is important to ensuring the long term flexibility of 
message delivery.  XML is a good choice for this purpose. 

 

� Nexaweb does not enforce a particular payload format, however the payload is wrapped with 
XML.  This requires that payload data be encoded and escaped to prevent XML parse errors. 

 
Relevant APIs 
 Package 

Ajax Cli ent  com.nexaweb.client.netservice.extended.MessagingService 

Java Client  com.nexaweb.client.netservice.extended.MessagingService 

Server  com.nexaweb.server.messaging.MessagingService 
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Collaboration 
 

Collaboration is a variant of the real time messaging pattern where data is sent from client to 
client or from server to client. 

 

How it works 

 

As noted in the prior pattern, the publish/subscribe API supports one to one, one to many and 
many to many network topologies.  The following figures demonstrate options available for 
managing data flow.  An important design decision to make is whether the message payload or 
the topic will determine the recipient of message. 

 

In the following figure, topic A is created as a conversation between client 1 and client 2; the 
payload of the message should include information about who the sender is for a specific 
message. 
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Figure: Shared topic 

 

In the next figure the topic is used to identify both sender and receiver.  Topic A is designated for 
messages sent from client 1 to client 2, Topic B is designated for messages sent the other way.  
The payload no longer needs to indicate sender, however this does require twice as many topics. 
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Figure: Topic indicates sender 

 

In the last example, one client is broadcasting a message to many clients. 
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Figure: Broadcast 

 

More variations are certainly possible. 

 

When to Use It 

 

Use this pattern whenever client to client communication is desired including broadcast.   

 

Technical Considerations 

 

See previous pattern for detailed considerations. 

 

Relevant APIs 
 Package 

Ajax Client  com.nexaweb.client.netservice.extended.MessagingService 

Java Client  com.nexaweb.client.netservice.extended.MessagingService 

Server  com.nexaweb.server.messaging.MessagingService 
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Data Integration 
 

Data integration is the primary role for business applications.  Nexaweb provides three relevant 
design patterns for integrating backend data with the application.  Each one serves a different 
purpose. 

 

The three patterns are: 

 

XModify  Data Binding  Data Services  

Simple architecture and 
syntax 

Clean separation of data and 
behavior 

End to End integration 

Integrates with any framework  Integrates with any framework Support limited to Web 
Services and Data Base via 
JDBC 

 

They will often be combined within one application to achieve optimal results.  The following 
figure displays graphically how these patterns fit into an enterprise architecture. 
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Figure: Event driven data integration options 

 

Note that only Data Services provide end to end connectivity to enterprise data; the other two 
design patterns require some application logic on the server to provide data into the application. 
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XModify  

 

How it works 

XModify provides a simple declarative syntax for DOM modifications.  It has been designed to 
provide incremental update of the user interface by allowing event handlers to specify a URL 
designating a server resource that is automatically processed. 

 

In the following example a simple user interface consisting of a panel with a button is created on 
the screen. 

 

The markup is: 

 
��������	
��
���������

��������

������������
�����	������������

� ���	�������� �
��!�"����#��������������#�������"�� ��
�����

� � �$����
���������%&���������������
��!�"���������� ������������	
����
��� ���

� ����	�������� �
���

�������

 

The resulting interface: 

 

 
Figure: Button component 
 

The button’s onCommand, indicated in bold, event is connected to a URL that specifies a file 
called update.xm on the server.  When the button is clicked, this file is retrieved from the server 
and applied to the client’s user interface. 

 

That file consists of: 

 
��������	
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���������

��������

����������������
�����	�������������

� ������"�'������

����

���������������
�����	����	 �����"�'(���

� � ��������
"� ������������
������� ��

� � � �������$���������)��������

� � ���������
"��

� �������"�'������

��

��������

�

The result of executing the modifications syntax is to append a label to the panel.  The user 
interface will display as follows: 

 

 
Figure: Appended label 
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The modifications syntax uses an XPath expression, indicated in bold, to identify the target of the 
modifications.  The “append” indicates the action and the child nodes are processed per the 
modifications.  The child nodes can be any valid XML. 

 

This syntax could also be executed on the client by using Macros.  This provides an execution 
wrapper that can be invoked within a single XAL file without requiring a round trip to the server. 

 
��������	
��
���������

��������

������������
�����	������������

����	�����	�����

����	�������������
�����	����	��� ��	���
������""���

������"�'������

����

���������������
�����	����	� ����"�'(���

� � ��������
"�
��������"*+��
��+,���

� � � �������$���������)��������

� � ���������
"��

� �������"�'������

��

�����	�����	���

� ���	�������� �
��!�"����#��������������#�������"�� ��
�����

� � �$����
���������%&���������������
��!�"���������� ���������������������
����	����� ���

� ����	�������� �
���

�������

 

Note the now the modifications syntax is contained fully on the client.  Note that the onCommand 
handler has been changed to use the locally defined macro.  Macros can also be parameterized 
so that they are more flexible.  See the reference documentation for more details. 

 

When to use it 

 

Use XModify for adding data to the screen, however see the data binding mechanism for ways to 
better separate UI and data.  While the previous example was of a static modifications file, this 
file will typically be server generated. 

 

Modifications syntax provides a good multipurpose approach to managing screen state and data.  

 

Technical Considerations 

 

Data binding provides a better abstraction for placing data into the user interface, allowing easier 
long term maintenance.   

 

Relevant APIs 
 Syntax 

Ajax Client  XModify, XPath, Macro 

Java Client  XModify, XPath, Macro 
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Data Binding  

 

How it works 

 

Data binding provides syntax for binding data to the user interface.  Data binding provides the 
following building blocks: 

 

 
Figure: Data Binding 

 

Data Sources 

 

These hold data in the form of an XML document (DocumentDataSource) or as an object graph 
(ObjectDataSource).   

 

An example declaration of a document data source: 

 
�"����"�����
�-���.��	������

�"���������������
��� ��	����	��"������"��
�!
��

��	�����������
���!�$
��������
�!
��������

 

In this example, a remote URL pointing to an RSS data feed, which is an XML based data format.  
When the document data source is instantiated, the client will request this URL from the server.  
The server will proxy the request and the resulting data will be loaded into the client side data 
source.   

 

The source tag can be left off of the declaration and provided later via the setSource or 
loadSourceFromServer APIs (see AbstractDataSource).  This prevents data from being initially 
loaded.  The loadSourceFromServer API is asynchronous. 

 

The data source tags also provide event handlers that can be used to handle load success and 
load failure events.  Once data has been loaded into a data source, binding and iterator tags are 
used to associate the data with the user interface. 

 

Binding and Iterators 

 

The binding and iterator tags provide a mechanism for mapping data to the user interface.  They 
are designed to allow data in any shape to be appropriately mapped to the user interface, 
preventing the component to require any knowledge of the incoming data format. 
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Two examples of binding to the above data source are: 

 
���$���������/0*+
�!
+1+	

����

��������+,2�����

���$���������/$�
"*+"���.��	���
�!
3
������	

����
 
��������+,2�����
�

The first uses the shortcut syntax for specifying a bind, the first parameter is the data source and 
the second specifies the XPath.  The second uses the full bind syntax, where each parameter is 
specifically identified.  The full bind syntax also allows additional parameters, such as the 
formatter, to be specified. 

 

An iterator example is provided below: 

 
�"�������	���	����

�"���������������
�����	����	�� "�����"���.��	����
�!
���(����456789:��
�����
�!
;� $����


�������	

����

�������<��
����
*,=��3%�>��� � �

� �	�!����

������������
�����	��������������������� ��/0*+�����+,2�����	�!��

��"�������	���	��

 

This iterator uses the data source created above to populate the table with the first 21 records 
from the RSS feed.  The select attribute specifies the XPath query into the data.  The nested cells 
use the shortcut syntax to populate their attributes.  Note that no data source is specified; in this 
case the iterator is the data source, each iteration of the data is relative to the iterator’s select 
statement. 

 

Data binding uses ONE_TIME and ONE_WAY to designate how the binding is performed.  
ONE_TIME happens only when the tag is first parsed, ONE_WAY will occur whenever the data is 
updated within the data source.  Using macros to append ONE_WAY iterators when needed is an 
effective way of providing TWO_WAY iteration while also modifying the table using other 
mechanisms. 

 

Binding can be applied to any attribute within the target XML.  It is often convenient to bind to 
user created attributes as a way of storing bound data for later use.  In the following object data 
binding example custom attributes are applied to row in order to store various data elements.  
These will be used later in an event handler that can simply look the attributes up from row. 

 
���	�!���
����"���/0*+���
����?�����
����"�+,2����� ���"���/0*+���
����?���������"�+,2��@��	�!��
 

Object data binding works the same way with the exception that JavaScript, or OGNL in the case 
of Java, is used as the select string. 

 

Formatters 

 

Formatters provide the ability to modify the data before it is displayed as the result of a data 
binding.  These can be used to format dates, currency and simple strings but also to create more 
specific output, such as the formatter below which is being used to generate valid JavaScript 
based on data elements, in this case a web address. 

 
�"������

���A�	�����	����

�"���������������
����� 	����	��"�����
'�	�����B���
�	����!�
"�!����
*+/�2+1+
�!
!�
"�!+1+ +,���"�����
�	�!
�	����
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The above XML creates a formatter.  The XML below uses the formatter to create the event 
handler for onDoubleClick.   

 
�	�!���
-��$��C���?��/$�
"*+
��������
?3"���.��	��� 
�!
;�$��3'�	�����	����
�	�!
�	+,2����

 

The following example shows a full workflow using data binding and Struts. 
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Figure: Using object data binding with Struts 

 

When to use it 

 

Best design pattern for populating the screen with data; combine with macros and modifications 
syntax for further flexibility. 

 

Technical Considerations 

 

Object data binding in Java refers to Java Objects instantiated on the client, these can be 
serialized from the server.   

 

Object data binding in JavaScript refers to JSON as the data format.  JSON data binding is 
recommended over XML data binding for Ajax applications if the data needs to be transformed, 
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e.g. the data is in the form of Java Objects on the server.  If the data is natively XML, it can 
remain XML. 

 
Relevant APIs 
 Syntax and API 

Ajax / Java Data Binding, AbstractDataSource 
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Data Services  

 

Data Services provides an end to end stack for connecting to enterprise data.  It leverages data 
binding syntax described in the previous pattern to populate the user interface, providing a simple 
and easy to use mechanism that allows web service and data base consumption without writing 
server side code. 

 

How it works 

 

Data Services consist of a Service Request, which can reside on the client or on the server and 
modules within Nexaweb Server that asynchronously dispatch the requests. 

 

Pre and post processers provide a mechanism for managing the request and response data 
before and after the request takes place. 
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Figure: Data Services 
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When to use it 

 

Data services can be used when connecting to web services and data bases. 
 

Technical Considerations 

 

Security may be a concern when using this design pattern; in the case of database access, the 
server is directly configured to communicate with the database.  Web Services provide an 
additional layer of abstraction. 

 

Service requests, rather than embedded service requests, should be used for production 
deployment.  These ensure that information about the data connection is not accessible to the 
client machine. 

 

Relevant APIs 
 Syntax and API 

Ajax / Java Data Service syntax and Data Service API 
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User Event Handling and Business Logic Partitioning  
 

Nexaweb provides several patterns for selecting where to place business logic for managing 
application development. 

 

Handling user events is done via event handlers on individual components.  Looking at the 
documentation or by right clicking on any component within the Nexaweb Studio, you can view a 
list of available event handlers. 

 

 
Figure: Nexaweb Studio Event Manager 

 

Event handlers can be specified via a container  or a URL.   

Containers hold client behavior.  There are three types of containers:  

·  MCO 

·  Macro 

·  System containers. 

MCO and macro containers hold user defined functionality.  System containers hold system 
objects that have APIs available. 

Container syntax is:  

 
���
���
�	����"��	�
�����'��$B�����
���
���
�	����� ���"
�������$���*���	�����	
�,�

 

For example, a macro call would be: 

 
���	��D(D��	���������*E�����F,  

 

URLs are directly specified. In the case of a URL handler, the location specified is requested from 
the server and then processed on the client; valid Nexaweb XModify syntax is expected. 



���������	
������
�

��������

 

Container  Behavior  

mco  Managed code object; these are Java or JavaScript objects written by the developer 
to provide business logic for the application  

macro  Modifications syntax available on the client; defined within the XAL file 

dataSource  Data source objects specified by the user 

serviceRequest  Data service requests objects identified 

javaScript  Available only in Ajax, allows inline JavaScript to be specified 

printService, 
soundService, 
requestService 

Java only containers that provide system behavior 

 

Note: This icon  is used in the following diagrams to indicate where business logic would be 
applied.  These diagrams show the location of business logic in various design patterns that rely 
on data integration patterns for accessing data. 

 

Client Side: Writing Directly to the User Interface  

 

The most straightforward mechanism for managing the user interface is to make direct changes 
based on user events.  This can be done via the DOM API or via XModify and macros. 
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Figure: direct UI modification 

 

Client Side: Writing or Setting a Data Source  
 

With a loaded data source, DOM APIs (XML data source) or direct coding (Object data source) 
can be used to modify the data.  This can then be refreshed on the screen using either 
ONE_WAY data sources or by using modifications syntax to place the binding into the XAL. 

 

 
Figure: modification of a client side data source 
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Server Side: Modifications Response from the Server  

 

This design pattern uses XModify response from the server to update the screen. 

 

 
Figure: Modifications response from the server 

 

 

Server Side: Loading Data Sources in response to us er action  

 

This will be the most prevalent design pattern. 

 

In this pattern data is loaded from the server in response to a user action.  The data should target 
to update a data source via the loadSourceFromServer API or a custom handler and setSource. 

 

 
Figure: data source response 

 

The request in this example could be a service request. 
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Server Side: Modifications Response from the Server  

 

Using synchronized DOMs, or XML documents that are duplicated on the client and the server, 
information is transferred between the two. 

 

 
Figure: using synchronized DOM 

 

This last pattern is discouraged due to the performance overhead. 

 

Relevant APIs 
 Syntax and API 

MCO, Macros  Mco, macro syntax; in Java see AbstractMco interface 

Data Binding  Data binding syntax 

Modifications  XModify 

Data Services  Data services syntax 

Dom Synchronization  com.nexaweb.xml.DocumentRegistry 
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Workflow 
 

Nexaweb provides several mechanisms for managing page flow and for componentizing 
applications. 

 

The following table describes options for managing screen components: 

 

Technique  Description  

XInclude  Client side inclusion 
<jsp:include/>  Server side inclusion using JSP 

 

The following table describes options for managing state transition between screen components: 

 

Technique  Description  

Single Page  All elements are loaded; they are shown and hidden as 
needed for workflow 

Modifications Syntax  Modification syntax is used to load and show screen elements 

XInclude and Macro  Provides mechanism for dynamically managing page flow 

 

How it works 

 

Single Page  

 

In a single page managed application all user elements are loaded at once, only the elements 
that should be visible are marked visible.  As the user moves from screen to screen modifications 
syntax, or API calls, are used to manage which elements are visible. 

 

In the following example a macro is used to display panel1.  Other panels should be hidden 
before this occurs. 
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����	� � �����������
�����	����	�����	�� �
��� � �"�'����D��	�� � �

������"�'������

 ����

��� � �����������
�����	����	�����"�'(� � �
����
��G���	�$��� �
����� � ��"*+��
���+,� � �

�������	�$��� �
��� � ���
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It is important that even if screens are loaded at application startup, that the data is not loaded 
until needed.  If data binding is being used, the source attribute should not be set. 

 

While the application is loaded to the screen at one time, it does not mean that there needs to be 
only a single page under development.  The inclusion techniques mentioned above can be used 
to provide componentization. 

 
Modifications Syntax  
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A better approach is to load user elements on demand.  In this approach modifications syntax is 
used to wrap the user interface elements.  

 

In the example below, when the button for Screen 3 is pressed, it requests screen3.xm from the 
server.  The response replaces the children of an element with the id “panel” with the children 
specified in the response file. 

 

Within the primary screen: 

 
�$����
 ������� � �%&��� ����� � �.�	��
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" � ��
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Target panel within the primary screen: 
�
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A separate file on the server: 
�
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Macros and XInclude  
�

Another pattern combines dynamic replace but without requiring inline modifications syntax.  This 
allows the files to be edited within the visual editor.�
�
A macro within the primary screen: 
�
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Within the primary screen: 
�
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Target panel within the primary screen: 
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A separate file on the server: 
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Note that modifications syntax is not required in the separate file.  However, the file is limited in 
that it cannot be wrapped with an enclosing <xal/> tag since it is being placed directly in the 
primary screen. 
�

Technical Considerations 

 

Single page management of the application requires all user interface elements to be loaded at 
application startup.  A modifications approach that includes caching will result in better 
performance.  
 

Relevant APIs 
 Syntax and API 

XInclude  XInclude syntax reference 

Jsp include  <jsp:include page=”(relative URL)”/> 

Single Page  XModify, Macro, Component scheme documentation 

Modifications  XModify, Macro, Component schema documentation 



���������	
������
�

��������

Security 

Security Management 
 

The following steps should be taken to maintain the security of the application.  From a security 
perspective, a Nexaweb application is no different from any other web application and all 
standard security mechanisms can be used and applied. 

 

Transport Protocol  

 

The application should use Transport Layer Security in the form of HTTPS to secure 
communication between the client and the server. 

 

This step is required in order for the other recommendations to work.  Without using HTTPS, man 
in the middle attacks can be used to easily bypass other security steps. 

 

Session Management  

 

When using the Nexaweb Server, every request to the server is verified using a session cookie 
applied to the HTTP header.  This creates a unique session on the server.  The session 
management APIs on the server provide access to the  

 

Using the retreiveAndProcess and retreiveAndProcess APIs will ensure that this session id is 
verified for every request. 

 

Relevant APIs 
 Package 

Session Manager  com.nexaweb.server.session.SessionManager 

 

Application Layer Security  

 

Applications should create application layer security, such as user id and password authentication.  
Applications can then use the session API to manage user information and user permissions.  
The server session interface provides developers with the ability to add credential information that 
can be then verified with subsequent requests.  This is particularly important for role based 
security, to ensure that users cannot bypass simple user interface restrictions. 

 

See session management above for more information. 

 
Advanced Protocol Features  

 

Use advanced HTTPS features or additional features for further security.  This includes the use of 
client side X.509 certificates. 
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Permissions and Roles 
 

Nexaweb provides support for permissions and roles by allowing the user to combine a screen 
definition with modifications syntax. 

 

How it works 
�

Define a screen as normal.  Add attributes that specify user role. For example a screen definition 
of two buttons, one that provides user functionality and the other providing administrator 
functionality would be specified as follows: 
�

��$����
 ������� � �%&��� ����� � �O
�	�A����	�� �!�"�� � ������� �	��� � ��
�	� �� �
��$����
 ������� � �%&��� ����� � �9"��
�A����	�� �!�"�� � ������� �	��� � ��"��
� �� �
�
Note that a custom attribute has been added indicating role.   

 

When the user logs in, logic on the server would identify the appropriate role for the user; in this 
case the choice would be user or admin.  This logic is application specific. 

 

Separately, on login, if the role was identified to be user, the following modifications file would be 
applied to the screen. 
�
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Note the XPath statement “//button[@role=’admin’]”.  This would find all button elements that 
have the role of admin and remove them.  Other actions could include disabling or hiding.  See 
technical considerations below for more information on optimizing XPath queries. 

 

This does not preclude the need to verify user role on the server whenever an action is performed 
to ensure the user has the appropriate access privilege. 

 

Technical Considerations 

 

�  XPath using”//” is a greedy search – this means that it could be very CPU intensive.  Providing 
a direct path where possible will always result in superior performance. 

 

Relevant APIs 
 Syntax 

Ajax / Java  XModify 
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Re-use, Optimization and Scalability 

Re-use Patterns 
 

Both Java and Ajax provide mechanisms for creating custom XML tags that map to behavior, 
user interface or both.  This allows developers the ability to develop components in a 
maintainable fashion required for their applications that they can easily spread through the 
application and allow other developers to leverage. 

 

These custom tags are not restricted to widgets, they can include layout behavior or custom 
behavior that is not associated with the user interface.  Most new Platform features are added 
through this plugin mechanism. 

 

In both cases there is tag mapping functionality to associate the XML element name to an 
implementation class.  Attributes are defined by the implementation class. 

 

Java composite components  

 

Java supports both creating a custom tag and assembling existing tags into a custom tag, adding 
functionality if needed. 

 

How it works 

 

At the most basic level, a plug-in is a class that extends AbstractTagImpl and listens for changes 
on XML elements. These changes come in the form of StructureChangeEvent and 
AttributeChangeEvent. These classes are called tag-handlers, as each tag name has its own 
handling class. These classes can also be referred to as bridge classes because they form a 
bridge between XML and implementation classes, referred to as peers. 

 

Ajax plugins  

 

How it works 

 

The PluginDocumentHandler class checks the Plugin.html file, a tag mapping file, which stores 
the bridge associated with each tag. A tag's bridge class either locates a peer class in a 
JavaScript toolkit that constructs the UI component associated with that tag or includes functions 
to construct an HTML component on its own. 

 

Relevant APIs 
 Package 

Java com.nexaweb.client.tags.AbstractTagImpl 

Ajax  xap.bridges.dojo.DojoWidgetBridge 

xap.bridges.basic.AbstractWidgetBridge 

xap.taghandling.AbstractTagImpl 
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Optimization Patterns 
 

This section contains specific optimization patterns that handle areas that often cause problems. 

 

Handling large data in a table  

 

Since Nexaweb uses a user interface DOM to manage the client state, this creates a memory 
overhead for client side components in the backing DOM.  This is negligible for most components, 
but presents a challenge for components that manage a lot of repetitive data – for instance tables 
and lists. 

 

To compensate, features have been added to the Java client to allow this to be optimized.  They 
are not yet part of the Ajax client, but effort is underway to add them. 

 

How it works 

 

Using CDATA on the Java Client to specify cells, rather than using the <cell/> tag, data will be 
managed in an efficient data structure rather than being stored in the backing DOM. 

 

XPath Query Optimization  

 

XPath provides tremendous flexibility and functionality, however it is easy to create XPath queries 
that are CPU intensive.  A few of these within an application can create a poor user experience.  
To prevent this, avoid greedy searches as queries.  The greedy search is obtained using the // 
syntax; for example “//some_element”.  

 

How it works  

 

Specify a direct location rather than using a greedy search whenever possible.  Examples of 
direct location include the id(‘some id’) function and a fully qualified path to the element. 

 

Optimizing Client Startup  

 

Less requests results in faster loading time. 
 

How it works  

 

Using a reporting mechanism, such as the session report feature of the Platform, record the 
startup request profile.  By examining the request profile the number of requests can be reduced.  
Some examples include bundling images into a resource JAR (for Java), or combining business 
logic spread across several JavaScript files into one. 



���������	
������
�

��������

UI Testing 
 

Nexaweb supports automated UI testing by third-party products such as Quick Test Professional 
(QTP), Silk Test, Rational Robot and other similar framework. 

 
How it works 

 

Create a functional test by manually interacting with an application in recording mode.  
Checkpoints may be added to the test to verify particular values.  More complex tests can be 
programmed.  When the test is played, QTP simulates each user action in the test exactly as 
recorded and displays test results.   

 

QTP Java add-in supports customized Java test objects, properties and methods, and may be 
used for testing a Nexaweb Java application.  UI components in a Nexaweb Ajax application are 
identified as standard (Windows) objects in QTP.  During recording QTP creates test objects, and 
stores information about them.  Test objects are matched with Nexaweb run-time objects and test 
methods are executed against run-time objects. 
 

Technical Considerations 

 

To further assist Java application testing, Nexaweb Platform is bundled with a plug-in jar for Test 
API.  Test API exposes Nexaweb UI components to the test framework as scriptable objects and 
they encapsulate higher level user actions.   

 

For example, for a button click, QTP records x- and y-coordinates of the click by default.  This 
creates a script that is tightly bound to a particular UI layout, and thus vulnerable to changes.  
With Test API, the test script may easily define a button using its id or an XPath expression, and 
then call its fireClick() method. The script won’t break with UI changes. 
 

Relevant APIs 
 Syntax 

Ajax  testing software program API 

Java Test API in Reference API 
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Performance Profiling and Load Testing 
 

Nexaweb provides detailed performance meter information using the Server Management 
Console.  Nexaweb can also be load tested using popular tools such as Load Runner and JMeter. 

 

Server Management Console  

 

How it works 

 

Right click on the application within the server view in Studio.  Select “Nexaweb Server 
Management Console”. 

 

 
 

This will open the server management console.  All performance tuning information is available 
on the left side menu. 

 

Technical Consideration 

 

This console will be publically available in the deployed application unless removed.  It should be 
removed or controlled for security reasons. 

 

Testing with Load Runner and JMeter  

 
How it works 

 

To perform most load testing, simply use your favorite load testing tool to capture the HTTP 
network traffic of a client session and then play it back to the server.  This allows you to simulate 
many clients connecting simultaneously.  For more information refer to the documentation that 
came with your load testing tool. 

 


